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# Objectives Risk name 
Root causes 
of the risk 

Background/ 
Consequence 
to the risk  

Key 
controls 

Risk 
owner 

Residual 
risk 

exposure 

RR 
factor 

Action 
plans 

Target 
date 

Status Comments 

1 

Contribute to 
trade 

facilitation that 
result in job 

creation 

Uncertain 
macro-

economic 
outlook 

Business 
projections 

may be 
significantly 
impacted by 

uncertain 
macro-

economic 
outlook 

Curtailment in 
project pipeline 
resulting in 
reduced 
premium income 

Proactive 
deal 
origination 

COO Priority 4 7,80 

- On-going 
pipeline 
monitoring  
- Pipeline 
certainty 
beyond 3 
years is low 
- Existing 
pipeline 
(12-24 
months) 
provides 
more 
certainty in 
the near-
term   

Ongoing 
In 
progress 

The combination 
of global growth 
slowdown due 
to COVID-19, 
South Africa 
credit 
downgrade and 
the 
Russia/Ukraine 
war, the deal 
pipeline could 
be constrained 
in the outer 
years (years 3 & 
4) 

 
Potential 
sovereign 
default risk from 
over-indebted 
countries due to 
elevated 
external debt for 
COVID 
containment 
measures 
amongst others 

 
1. Use of a 
debt 
sustainabilit
y 
framework 
2. Monitor 
fiscal 
consolidatio
n measures 
in various 
countries 
3. 
Transaction
s adhere to 

COO Priority 4 7,80 

Leverage 
government 
to 
government 
goodwill to 
avoid 
default 

 
Ongoing 

In 
progress 

Direct sovereign 
cover for over-
indebted 
countries is 
currently done 
on a case-by-
case basis (i.e., 
strategic 
projects to 
national 
economy, 
projects with 
ring-fenced 
proceeds/reven
ue) as well as 
looking at debt 
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Country 
limits 

sustainability 
levels 

Competitio
n 

Increased 
competition 
from other 
ECAs with 
flexible 
underwriting 
criteria 

Loss of 
business due to 
content 
requirement 

1. Limit 
cover to 
achieved 
content 
2. Utilize 
reinsurance 
for the 
content 
deficient 
portion 

COO Priority 5 4,80   Ongoing 
Final tests 
& 
maintain 

  

Uncompetitive 
SA Exporters 

Inability to win 
international 
bids 

 
1. Part of 
the 
intervention 
is for SA 
exporters to 
form JVs or 
to sub-
contract 
with 
experience
d 
internationa
l 
contractors 
in limited 
expertise 

COO Priority 4 7,20   Ongoing 
In 
progress 

- ECIC mandate 
on 50% content  
- ECIC crowds 
in participation 
of South African 
contractors as 
partners or sub-
contractors of 
major 
international 
contractors i.e., 
the LNG 
projects   
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sectors 
such as 
Gas, Power 
etc. 
2. Issue 
letters of 
support to 
SA 
contractors 

2 
Enhance 
financial 

sustainability 

Uncertain 
macro-
economic 
outlook 

Investment 
assumption 
may be 
significantly 
impacted by 
an uncertain 
macro-
economic 
outlook 

Increased 
volatility 
resulting in 
capital loss in 
investments 

Diversificati
on of 
investment 
portfolio 

CAI Priority 5 4,80 
Implement 
Tranching 

August 
31, 
2022 

Planned 

Two new fund 
managers were 
appointed to 
manage USD 
Fixed Income 
mandates, and 
funds will be 
invested during 
the beginning of 
July 2022. The 
tender to 
procure USD 
multi-asset 
managers is in 
the evaluation 
stage and 
preferred 
bidders are 
planned to be 
awarded at the 
end of July 
2022. Funding 
of these 
mandates have 
been moved out 
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to early Nov 
2022. 
 
Appointed two 
new ZAR global 
multi-asset class 
managers, who 
has discretion 
on asset 
allocation. 
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Pandemic 
risk 

The COVID-19 
pandemic has 
triggered 
global 
economic 
slowdown in 
2020 and 
marginal 
growth to 2019 
levels in 2021. 

1. Insufficient 
pipeline due to 
depressed 
markets 
adversely 
impacting 
premiums 
2. Potentially 
heightened 
claims incidents 
due to the 
pandemic 
effects 
adversely 
affecting 
premiums 
3. Depressed 
markets 
resulting in 
value erosion of 
investment 
portfolio 

1. On the 
underwritin
g side 
proactive 
deal 
origination 
2. 
Restructuri
ng of 
struggling 
projects to 
avoid 
potential 
claims 
3. 
Preparation 
of Out of 
cycle 
ORSA to 
quantify 
risks 
4. 
Diversificati
on of 
investment 
portfolio 

COO 
& CAI 

Priority 4 7,20 

1. Effects 
on pipeline 
being 
monitored 
2. 
Investment 
portfolio 
monitoring 

Ongoing 
In 
progress 

3 transactions 
have been 
approved in 
collaboration 
with the OECD 
ECAs – under 
the 15% down 
payment 
facilities. Two of 
those in Ghana 
and one in 
Angola. The two 
Ghanaian 
transactions 
have been voted 
the best deals 
and ECIC has 
received a joint 
award for these. 
On the 
Pandemic Risk 
overall, the 
current deal 
pipeline 
demonstrates 
that despite the 
challenging 
global economic 
environment, 
there is a 
substantial 
number and 
value of deals 
that are in the 
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ECIC pipeline. 
EXCO 
continually 
monitors the 
impact of the 
pandemic on the 
economic 
activities in 
sectors and 
countries that 
ECIC has 
existing 
exposure and 
future business, 
as well as 
effects on the 
investment 
portfolio and 
operations. 
ECIC has 
implemented a 
hybrid working 
approach with 
effect from 01 
February 2022. 
The pandemic 
risk is managed. 
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SA credit 
downgrade 

Uncompetitive 
ECIC paper 
due to lower 
credit rating 
not affording 
banks 
sufficient 
capital relief 
under Basel III 

1. Sub-
investment 
grade sovereign 
credit rating 
force SA banks 
to seek better 
rated paper at 
ECIC's expense. 
2. High cost of 
borrowing for 
SA banks 
constrains 
funding sources 
for ECIC-backed 
projects 

 
Differentiati
on: ECIC 
underwritin
g in difficult 
geographie
s is a 
competitive 
advantage 

COO Priority 4 7,80 

1. Need to 
get a cut-
through 
agreement 
in instances 
where 
reinsurance 
is taken 
2. SARB to 
issue a 
sub-
sovereign 
rating 
guideline in 
2023 

March 
31, 
2023 

In 
progress 

Cut-through 
discussion with 
reinsurance 
market on-going 

SA bonds 
removed from 
FTSE-WGBI 
after 
downgrade 

1. Institutional & 
mandate 
investors exit 
SA GB 
2. Taper 
induced volatility 
triggered by 
portfolio outflow 

Diversificati
on of 
investment 
portfolio 

CAI Priority 5 4,80   Ongoing 
Final tests 
& 
maintain 

Institutional & 
mandate 
investors exited 
SA GB, but yield 
seeking 
investors have 
piled back in, 
almost to pre-
downgrade 
levels 
Taper induced 
volatility remains 

Exchange 
rate risk 

Rand 
weakness 
inflating value 
of USD assets. 

Unrealized 
capital gains 
arising from 
currency 
movement 
eroding ECIC 

No control 
as this is 
based on 
current law 

CFO Priority 3 14,40 

Seek dtic 
intervention 
with NT (at 
ministerial 
level) to 
allow for 
tax 

Ongoing 
In 
progress 

ECIC has 
previously held 
discussions with 
NT & SARS via 
Deloitte 
discussions to 
be held with the 
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balance through 
tax  

calculation 
on USD 
numbers 

dtic on tax 
implications 

3 
Improve staff 

efficiency 

High 
escalation 
of 
employee 
costs 
beyond CPI 

Employee 
costs do not 
take into 
account 
approved 
budgets 

Unsustainable 
remuneration 

1. Maintain 
approved 
headcount 
2. Internal 
re-
allocation 
of 
headcount 
(where 
possible) 
3. 
Appointme
nts to be 
within 
approved 
budgets 

Head: 
HC 

Priority 5 4,80 

Monitor 
effects of 
new 
controls 
and 
respond 
accordingly 

Ongoing 
In 
progress 

  

4 

Improve 
business 

processes and 
systems 

ICT risk 

Risk of ICT 
breach 
resulting in 
unauthorised 
access 

Unauthorised 
access of ECIC 
network 
resulting in 
unauthorized 
activities 

1. Firewalls 
are 
currently in 
place; and 
2. Use of 
outsourced 
hosting 
services 
3. 
Vulnerabilit
y test 
conducted 
on an 
ongoing 

GC Priority 4 7,80 

1. Perform 
a limited 
penetration 
test on the 
ECIC cloud 
environmen
t 
2. Perform 
a 
comprehen
sive 
penetration 
test on the 
ECIC 

1. 
Novemb
er 30th, 
2021 
2. 
Decemb
er 31st, 
2022 

Final tests 
& 
maintain 

A penetration 
test was 
conducted in 
March 2022. 
The overall risk 
was rated as 
moderate with 
possibility of a 
limited financial 
loss. 
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basis 
4. 
Dedicated 
information 
security 
analyst in 
place 

environmen
t at new 
premises 

Automation 
targets not met 

Long lead times 
and error prone 
processes & 
inconsistent 
decision making 

1. Business 
process 
automation 
plan 
2. 
Implementa
tion of the 
ICT 
strategic 
plan 

GC Priority 4 8,10 

Implement 
the 
business 
process 
automation 
plan & ICT 
strategy 

Ongoing 
In 
progress 

Implement the 
business 
process 
automation plan 
& ICT strategy 
per below 
timelines (FYE) 
Y0: 60% 
Y1: 70%, 
Y2: 80%, 
Y3: 90%, 
Y4: 95%, 
Y5: 100% 

Accounting 
standards 
changes 

Change in 
accounting 
standards for 
insurance 
sector (from 
IFRS 4 to 
IFRS 17 & 
from IAS 39 to 
IFRS 9)  

 
1. Qualified 
audit opinion 

1. IFRS 
Implementa
tion Plan 
2. 
Attendance 
at relevant 
workshops 
3. Regular 
progress 
updates to 
EXCO & 
Board 

CFO & 
CAI  

Priority 3 10,80 

 
1. Tracking 
& 
Implementa
tion of IFRS 
9 & 17 
Implementa
tion Plan 
2. Monthly 
progress 
reports to 
EXCO 
3. 
Implementa

Ongoing 
In 
progress 

1. Tracking & 
Implementation 
of IFRS 9 & 17 
Implementation 
Plan 
2. Monthly 
progress reports 
to EXCO 
3. 
Implementation 
of IFRS 9 to run 
concurrently 
with IFRS 17 to 
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tion of IFRS 
9 to run 
concurrentl
y with IFRS 
17 to avoid 
further 
delays 

avoid further 
delays 

5 
Enhance 
Corporate 

Governance 

Regulatory 
/ legislative 
changes  

Increased risk 
of non-
compliance 

Risk of loss of 
license in case 
of breach of 
solvency 

Multiple 
metrics in 
use 
1. Risk 
capacity – 
Tier 1 
capital 
available to 
absorb 
potential 
losses 
2. Risk 
appetite - 
SCR > 
115%, EC 
> 110% 
3. 
Maximum 
underwritin
g capacity - 
10x equity 
4. Portfolio 
concentrati
on limits – 
country & 
industry 
US$733 

CRO & 
CAI 

Priority 5 4,80 

Update risk 
appetite 
limits post-
prepayment
(s) 

Ongoing 
In 
progress 

Update risk 
appetite limits 
post-
prepayment(s) 
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MM & 
single 
obligor limit 
US$330MM 

Deterioratio
n of the 
Corporation
's B-BBEE 
score 

- Decline in EE 
score 
- Large 
Procurement 
from Low B-
BBEE rated 
suppliers 
- Failure to 
meet 
SED/ESD 
spend targets 

Decline in the 
Corporation's 
level 1 B-BBEE 
score 

Incremental 
procureme
nt is 
directed 
towards 
highly rated 
B-BBEE 
suppliers 

CFO, 
CAI & 
GC  

Priority 4 7,80 

1. Strive 
towards EE 
targets 
2. 
Continued 
high value 
procureme
nt from 
suppliers 
with B-
BBEE 
score > 4. 

Ongoing 
In 
progress 

1. The 
Corporation B-
BBEE rating 
declined to level 
2 in 2021 from 
level 1 in 2020. 
2. Following the 
development of 
fund manager 
transformation 
plan, up-coming 
fund manager 
appointments 
will have to 
adhere to the 
plan 

6 
Stakeholder & 

Customer 
Engagement 

Reputation
al risk & 
Brand 
visibility 

Adverse 
customer & 
stakeholder 
brand 
perception 

Negative 
publicity, 
decreasing level 
of advocacy and 
brand unfamiliar 
to market 

1. 
Marketing 
& 
Communic
ations Plan 
2. 
Stakeholde
r 

COO, 
Head 
MC & 
CSR & 
Manag
er in 
the 
Office 

Priority 4 8,10     
In 
progress 
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Engageme
nt Plan 

of the 
CEO 

7 

Improve 
employee 

value 
proposition 

Culture 
Risk 

Failure to live 
the values of 
the 
Corporation 

 
The risk of 
inappropriate 
culture taking 
root in the 
company 

1. 
Employee 
induction 
process 
2. Ethics 
sessions 
held with 
staff 
annually 
3. 
Declaration 
of conflict 
of interest 
as and 
when 
necessary 

Head: 
HC 

Priority 4 8,10 

1. 
Increased 
socializatio
n of the 
values on 
an ongoing 
basis 
2. 
Rotational 
remote-
office work 
3. 
Innovative 
online 
collaboratio
n 

Ongoing 
In 
progress 

Ethics and 
values 
workshop was 
conducted on 30 
March 2022. 
Additional 
workshops 
planned for the 
2022/23FY. 

8 
Embed risk 

management 
practices 

Failure to 
embed 
ORSA in 
the 
Corporation 

Slow uptake of 
the ORSA 
process 

1. Poor decision 
making 
2. Regulatory 
findings 

1. Adoption 
of ORSA 
driven 
decision 
making 
2. 
Resolution 
of 
Independen
t ORSA 
review 
findings 
3. EXCO 
and Board 

CRO & 
CAI 

Priority 4 8,10 

1. 
Resolution 
of all 
findings 
(Internal 
Audit, HAF, 
Independen
t ORSA 
review) 

Ongoing 
In 
progress 

1. Resolution of 
all findings 
(Internal Audit, 
HAF, 
Independent 
ORSA review) 
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involvemen
t and input 
into the 
ORSA 
process 

 

 


